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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

2. Claims 1-39 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Calvignac et al. (U.S. 6,298,340). The Calvignac et al. reference teaches all of the 
limitations of the listed claims with the reasoning that follows. 

Regarding claim 1, "a method for performing a plurality of filter operations on a 
data packet using an instruction" is anticipated by the frame classification flowchart 
shown in Figure 4. "Receiving an instruction to filter at least one data packet" is 
anticipated by packet key 48 of Figure 4, which is received by software management 
tree 46 for filtering purposes as described in column 5, lines 49-67. "Retrieving a filter 
result based on the received instruction" is anticipated by the full-scale comparison 
between a rule in the rule set and the key by software management tree 46 as 
described in column 5, lines 61-65. Lastly, "performing a plurality of filter operations on 
the at least one data packet in accordance with the retrieved filter result" is anticipated 
by the plurality of actions 1-N shown in Figure 4 that are carried out based on the result 
of the comparison between a rule in the rule set and a key. 
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Regarding claims 2, 15, and 28, processing the at least one data packet based 
on a determination of the performed filter operations is anticipated by the high speed 
processing section shown in Figure 4. 

Regarding claims 3, 16, and 29, "wherein the instruction comprises a set of data 
bits" is anticipated by the key shown in Figure 5A, which is composed of a plurality of 
fields that are each composed of a set of data bits. 

Regarding claims 4, 17, and 30, "wherein the set of data bits of the instruction 
comprises 32 data bits" is anticipated by source address field (SA) of the key shown in 
Figure 5A, which is composed of 32 data bits as stated in column 6, line 66. 

Regarding claims 5, 18, and 31, "wherein the filter operations comprise 32 filter 
operations" is anticipated by the plurality of actions shown in the rule database of Figure 
6 that correspond to a plurality of filter rules 0-(N-1). 

Regarding claims 6, 19, and 32, "wherein the set of data bits of the instruction 
comprises 64 data bits" is anticipated by the source address field (SA) and the 
destination address field (DA) of the key shown in Figure 5A, which in combination are 
composed of 64 bits as described in column 6, line 66 - column 7, line 3. 

Regarding claims 7, 20, and 33, "wherein the filter operations comprise 64 filter 
operations" is anticipated by the plurality of actions shown in the rule database of Figure 
6 that correspond to a plurality of filter rules 0-(N-1). 

Regarding claims 8, 21, and 34, "wherein the processing of the data packet 
comprises classifying the data packet" is anticipated by the frame classification 
flowchart of Figure 4 described in column 5, lines 37-65. 
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Regarding claims 9, 22, and 35, "wherein the data packet comprises one of 
SONET, ATM, Ethernet, HDLC, PPP, IP, TCP, and UDP data packet" is anticipated by 
the IP header rule specification spoken of in column 7, lines 28-33. 

Regarding claims 10, 23, and 36, "wherein the at least one data packet 
comprises a plurality of data fields" is anticipated by the IP frame format shown in 
Figure 5A, which is composed of a plurality of data fields. 

Regarding claims 11, 24, and 37, wherein the performing of the filter operations 
on the at least one data packet comprises performing the filter operations on at least 
one of the data fields of the at least one data packet is anticipated by the plurality of 
actions shown in Figure 6 that are performed on the packet associated with the packet 
key shown in Figure 5A. 

Regarding claims 12, 25, and 38, "wherein the filter operations correspond to the 
data bits of the instruction" is anticipated by the plurality of actions shown in Figure 6 
that correspond to a plurality of filter rules 0-(N-1 ) that are compared to the packet key 
shown in Figure 5A. 

Regarding claims 13, 26, and 39, "wherein the retrieving the filter result based on 
the received instruction comprises a radix search" is anticipated by the radix tree-type 
decision process spoken of in column 1, lines 51-61. 

Regarding claim 14, "an apparatus for performing a plurality of filter operations 
on a data packet using an instruction" is anticipated by switch/router 10 of Figure 3 and 
control point 12 of Figure 2. "A memory configured to store a filter result, the filter result 
being retrieved from the memory based on an instruction" is anticipated by the memory 



Application/Control Number: 09/741 ,856 Page 5 

Art Unit: 2666 

embedded in network ports of router/switch 10 of Figure 3 as stated in column 5, lines 
27-29. "The instruction being configured to filter at least one data packet" is anticipated 
by packet key 48 of Figure 4, which is received by software management tree 46 for 
filtering purposes as described in column 5, lines 49-67. Lastly, "a processor coupled to 
the memory, the processor being configured to perform a plurality of filter operations on 
the at least one data packet in accordance with the filter result" is anticipated by the 
pico-processor embedded in network ports of router/switch 10 of Figure 3 as stated in 
column 5, lines 27-29. 

Regarding claim 27, "A computer readable medium encoded with a program for a 
computer" is anticipated by switch/router 10 of Figure 3 and control point 12 of Figure 2, 
which use an application program for packet classification and filtering as described in 
column 4, lines 61-64. "Receiving an instruction to filter at least one data packet" is 
anticipated by packet key 48 of Figure 4, which is received by software management 
tree 46 for filtering purposes as described in column 5, lines 49-67. "Retrieving a filter 
result based on the received instruction" is anticipated by the full-scale comparison 
between a rule in the rule set and the key by software management tree 46 as 
described in column 5, lines 61-65. Lastly, "performing a plurality of filter operations on 
the at least one data packet in accordance with the retrieved filter result" is anticipated 
by the plurality of actions 1-N shown in Figure 4 that are carried out based on the result 
of the comparison between a rule in the rule set and a key. 

Response to Arguments 
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3. Applicant's arguments filed 9/16/2004 have been fully considered but they are 
not persuasive. 

Regarding claim 1 , Applicant argues that the plurality of actions 1-N shown in 
Figure 4 of Calvignac et al. do not anticipate "performing a plurality of filter operations 
on the at least one data packet in accordance with the retrieved filter result" and that 
only one of the actions 1-N is performed for a given rule set result. This statement is 
noted. However, based upon the claim language it is held that this limitation is 
anticipated by the Calvignac et al. reference. 

Figure 4 shows how a rule set 38 is input by a user 40. The Choice bit algorithm 
42 then operates on the rule set 38 to find choice bits 44 that are transmitted to the 
software managed tree 46. The software managed tree then does a full scale compare 
between a rule in the rule set and the packet key 48 to determine if the packet matches 
the rule in the rule set. Then the process proceeds to perform an action of a plurality of 
actions 1-N based upon the retrieved filter result. 

The limitation "performing a plurality of filter operations on the at least one data 
packet in accordance with the retrieved filter result" can be broadly interpreted to mean 
performing different actions (filter operations) on the data packet based upon the result 
(retrieved filter result) of the rule comparison as taught in the Calvignac et al. reference. 
Therefore it is held that Calvignac et al. anticipates this limitation. Similar reasoning 
applies to the limitations of claims 14 and 27. 

Conclusion 
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4. THIS ACTION IS MADE FINAL Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael J. Moore, Jr. whose telephone number is (571) 
272-3168. The examiner can normally be reached on Monday-Friday (8:30am - 
5:00pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Seema S. Rao can be reached at (571) 272-3174. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Michael J. Moore, Jr. 

Examiner 
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